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Ecolab Monitoring and Escalation Center
(EMEC) Defined

The primary function of EMEC is to ensure high systems availability and
qguality IT service delivery by providing comprehensive, end-to-end
monitoring of Ecolabls global IT infrastructure. EMEC provides
proactive incident management 24x7x365.
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EMEC Vision and Scope

Vision ~ Central Point of Contact for:
Proactive IT service monitoring
High and Ciritical priority incidents
Managing all Critical Situation (Crit Sit) activity

Scope:
Location: Ecolab Schuman Center

4 fultime staff plus hybrid weekend agents provitieedocki global monitoring 365 day
a year
Strong linkage with Incident, Availability and Problem Management processes (ITIL
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Evolution of EMEC

2006
Goal: monitor all St. Paul based production IT systems
13 volunteers running 4 hour shifts
2 acting Duty Managers

Monitored by RightFax, Catbird and MOMs
~50 transactions monitored

2009

Goal: monitor all critical production IT systems globally

4 acting Duty Managers

Monitored by Tivoli, Netview and ITCAM

250+ transactions monitored, utilizing 109 tests on 42 robots
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Operational Overview

N Automated
Critical IT Monitoring
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Case Prioritization Criteria

Priority | Service Definition Identifiers
Code |Level
Objective
Critical 14 hours O Production is stopped for multiple users O Business function not available
0 No work-around available O Large group of personnel affected (>50)
O External customer facing application O May cause additional functions to fail or
O Revenueimpacting report/provide incorrect data
0 Customer service and field voice mail
High 24 hours O Productivity loss for multiple users O Business function seriously affected
Or O Multiple users unable to utilize PC, Network, E-
O Productivity loss for a single user with a deadline Mail, Non-field Unity voice mail
O Application performance is affected but not down O Stage and dev server related issues
0 Work-around is not available for core problem
Medium | 3 business O Critical work can not be performed by a single user O Single user unable to utilize PC, Network, E-
d ays O Work-around is not available for core problem Mail, etc
O Tasks can not be completed until issue is
resolved
0 There is not a work-around to get past, resolve
or correct the problem
Low 5 business O Single user O Othertasks can be done while the issue is
days O Work around is available resolvgd
O There is awork-around to get past, resolve, or
correct the problem
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The First Four Hours

Initial Troubleshooting
Case Prioritization
Contact Ocall

Hourly Case Updates
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Critical Case Communications

Support Community
User Community ~ 10 minute goal

Management Community, to the CIO Ig
Crit Sit Communications
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Support Community
Automated Hourly Communication

Communication Title [EMEC Contact |Recipient Group Additional Automatic
List Reference Description Recipients Communication via
Initial & 1st hour EMEC Desk-side Support |Page & Email
Duty Managers BRESs involved
IT Management
2nd hour All of the above Local and Remote Page & Email
groups and IT Supervisors
1st escalation
3rd hour All of the above Top Managers Page & Email
groups and 2nd
escalation
Critical Case Anyone who has been notified in previous pages will get this |Page & Emaill
Resolved page
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User Communication

Purpose:

Inform users of incidents impacting productivity

Update users as case status changes
Notify users when incident is resolved
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Click to use template
Click Refresh on popup window
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Management Communication

Some examples of critical cases that may trigger Maragédment e

Anything affecting executives

BlackBerry

Email

St. Paul headquarters/Schuman campus outage
Shipping

Unable to place orders

Unable to communicate to external customers
High profile network outages
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Management Communication

Content
Issue:

Brief description of the issue
Current Distribution List Discovery:

CIO & other select IT Managers Who discovered the issue

Cause:

Manager and Director of the team assignw;!I 10 sed the issue?

the case Root cause may be unknown for initial communication,
will be expected in a fellpgommunication.

International IT contacts when warranted Business Impact:

What is the impact to the field or other areas of the busine:
Resolution:

What action was taken to solve the problem?
What steps can be taken in the future to prevent this
problem from-oecurring?
Will there be a lessons learned session?
Who or what team is managing the issue?
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Crit Sit Communications

Initial
Status Updates
Resolution Notification

IT & Business Management

Support Groups
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